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Presentation Notes
The Best of Both Worlds: Cloud + SASE

There’s a buzz in the industry about a new type of solution set that promises to change the way we secure networks and the cloud. It is called the Secure Access Service Edge (SASE), and it refers to the consolidation of security solutions and the evolving IT ecosystem in which organizations operate today. Enterprises are transitioning from on-premises users, applications, and data to a heavy reliance on the cloud, edge applications, and a more dispersed mobile workforce. The shift to cloud services such as SaaS, IaaS, and PaaS, the reliance on mobile device access, and the growth in remote working is increasing the pressure on legacy networks and security architectures.
 
Join this exclusive webinar to learn:
- What exactly is a SASE?
- How are CASB and SWG evolving and how do they fit together?
- Real-world use cases for organizations securing SASE
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Kenneth G. Hartman - BIO
 Kenneth G. Hartman is a security engineering leader in Silicon Valley and teaches the “Security 545 -Cloud Security, Architecture, and Operations” Course for the SANS Institute. Ken has worked for a variety of Cloud Service Providers in Architecture, Engineering, Compliance, and Security Product Management roles.  From 2002-2011, Ken helped launch and lead a company called Visonex into a profitable, nation-wide dialysis-specific electronic medical record using a software-as-a-service (SaaS) business model. Ken holds a BS Electrical Engineering from Michigan Technological University and a Masters Degree in Information Security Engineering from SANS Technology Institute. Ken has earned the CISSP, as well as multiple GIAC security certifications, including the GIAC Security Expert. 
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“Identity is the 
new perimeter”

???

Presenter
Presentation Notes
Who here has heard someone state “identity is the new perimeter?”  
Who here agrees with that statement?

I can argue it both ways, but the reason why I ask this question, is I want to focus our discussion on “first principles.”

Let’s define both “identity” and “perimeter”

ISO 24760 A framework for identity management defines “identity” as “a set of attributes about an entity” where the entity can be either a person or thing and attributes are the characteristics or properties of the entity. Things such as address, phone number, MAC Address, DNS Name, etc.

The concept of a “perimeter” comes from military strategy. Essentially, an Army would draw a metaphorical line in the sand, and not let the adversary cross it. Or at least defend it with their life.

Information Security professionals adopted this military concept and applied it to securing the enterprise networks. As a result, the enterprise network became the security perimeter.

However, our industry finally recognized that enterprise network was really never all that secure. And if we are being honest with ourselves, it is best to design our security controls with the assumption that the enterprise network is compromised and that we cannot trust an entity, simply because it has access to the enterprise network.

This thinking gave rise to the phrase “zero trust” and then some marketing person started claiming that “identity is the new perimeter.”

The cloud has certainly upset the applecart. Because now, our trusted users are not always on the enterprise network, and it is more and more easy for the adversary to be on it!

The point that I want to drive home, is that Trust Boundaries still matter. It’s just that the cloud has dramatically shifted these trust boundaries (these “perimeters”), and there are many more of them.

So how can we cope with all this change? Well…our security technologies must also change…along with how we think about the problem.
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Examples of Convergence – Network Hardware

IDS
Firewall
Access Point
Router
Switch
Hub

Next Generation 
Firewall

SOHO “Router”

Presenter
Presentation Notes
Because necessity is the mother of invention, when there is a specific need, a technology will be developed by some innovator address that need. For example:

Network Hub – connect multiple hosts onto a network
Switch – Separate the hosts on a network into separate collision domains
Router – Route IP traffic to different networks
Access Points, Firewalls, IDS

But Innovation continues as the OEMs better understand the market, increase the utility, and drive down the total cost of ownership. This often results in some kind of convergence, where the features of first-generation devices are integrated into a single form factor tailored for a segment of the market.

Examples of this are the blending of IDS and Firewalling capabilities to create what is being called a “next generation firewall” and the bundling of switch, routing, AP, and firewalling capabilities into a small office/home office broadband router.

With all of the convergence that seems to happen at hyper-speed with Internet technology, it can often be instructive to decompose the converged solution into its component technologies for a better understanding of how a given product “performs its magic.”
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Gartner: The Future of Network Security 
Is in the Cloud, ID G00441737

Presenter
Presentation Notes
Gartner excels at identifying and clarifying technology trends. This diagram comes from a Gartner report titled, The Future of Network Security Is in the Cloud. On its face, that’s a very bold statement. Most likely, after the end of this webinar, you will be convinced.

If you think about it, what gives a business its competitive advantage? It is the access to information that its competition does not have. This means that those that should have access, should able able to access it whenever and wherever the organization has deemed appropriate to maximize this competitive advantage and achieve the organization’s mission. It also means that those that should not have access, do not and cannot exploit the value of that protected information to the detriment of the organization. It also dictates that we have an effective mechanism to differentiate who should and should not have access.

This sounds simple in principle, yet access control is the primary focus for the security professionals on the Blue Team. The access control challenge is exacerbated in the cloud, because of the sheer number of cloud-based services that are being accessed by the organization’s users.

As a simple example, consider an organization with 5000 employees. If the organization uses only ten services on the Internet for work purposes, that means there are potentially 50,000 identities to manage! There is also the challenge of blocking access to sites that are explicitly prohibited and grappling with how to handle internet services in the middle grey area of the spectrum, like employee’s banking and retirement websites. And then there Facebook, news sites, eBay and Amazon, etc. Most companies have policies on what is acceptable, based on the nature of their business. The challenge is how to enforce these policies, at scale. Of course, once you decide to grant access, you need to secure the data in transit, but reserve the capability to inspect it. You also need to protect the endpoint from the service and conversely, protect the service from the endpoint (if the service contains your sensitive data).

It’s no surprise that we are going to argue that the solution is a Secure Access Service Edge. But what is a SASE? For that discussion, let’s take a look at some of the component technologies that are converging.
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CDN FWaaS WAF DNS

VPN CASB NGFW RBI

MPLS IDaaS SWG NIDS/NIPS

SD-WAN ZTNA WAAPaaS EDR

CDN FWaaS WAF DNS
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Presenter
Presentation Notes
Our industry loves its buzzwords. So it is often very helpful to ask the salesperson to define the term—just so everyone is on the same page. Also, be sure to ask, “how does this solve my problem?”

Each of these technologies solves a specific set of problems, albeit with some overlap. The power of these point solutions is amplified when they are integrated and form a holistic solution with a common management interface and data collation. 

There is not anywhere enough time to cover all these technologies, but I highly recommend that you take this slide and do some research so that you are conversant on each. Instead, I want to focus on a few of the most essential ones.

Let’s start with a CDN
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Presenter
Presentation Notes
A Content Delivery Network consists of two main components: The origin server and the edge servers or cache servers. The origin server serves up the content but the edge (cache) server is functioning as a proxy between the origin server and the client. The edge server is located in a data center in the general proximity of the client making the request and caches any static content (images or videos) so that only the dynamic content needs to be pulled from the origin server until the cached content gets stale. Stale content would be refreshed by forwarding the proxied HTTP request on to the origin server.

Caching makes a significant reduction in the amount of network traffic because the largest static files are only a few router hops away from the requesting clients while the origin server may be several hops away.

CDN operators soon realized that they could add additional value by having the edge servers function as a Web Application Firewall (WAF) in addition to caching. This makes perfect sense since the edge server is already functioning as a proxy with visibility into the traffic, why not have it filter out the malicious traffic?

Some CDN operators are now offering edge computing, for certain localized, low latency applications such as IoT.




from the most trusted name in information security

Example CDN Locations

© Copyright 2020 Kenneth G. Hartman – www.kennethghartman.com 8

Presenter
Presentation Notes
The power of a CDN becomes even more apparent when you consider its global scale. The dots on this map are where the highest concentrations of internet users are. In the case of a DDoS the various hosts are distributed (by definition) so a DDoS attack on a victim website would be directed at the nearest edge server, effectively diluting the attack and shielding the origin server(s).



/
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Presentation Notes
Next, let’s take a look at Cloud Access Security Brokers
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Presenter
Presentation Notes
Simply put, a CASB controls access to an organization’s information in the Internet by controlling access from both managed and unmanaged devices whether they are on the corporate network or not. A CASB does this by “proxying” or “brokering” traffic to the cloud services.  How the brokering works will differ based on whether the device is managed or not. {Talk through} 
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Presenter
Presentation Notes
I like to say that a CASB is an “authorized man-in-the-middle” and as such can apply policy to permit or block traffic based on the identity of the user and their device as appropriate for the Internet service being accessed as decided by the organization. Unlike a CDN or a WAF (which are reverse proxies only), a CASB functions as a forward proxy with managed devices. Are you starting to see the power when these technologies converge? 
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Presentation Notes
Next is Secure Web Gateways.
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Secure Web Gateway

Presenter
Presentation Notes
Traditionally, Secure Web Gateways were installed in the data center to proxy egress traffic (a forward proxy). That works well until you start having more and more remote users and BYOD. Then you either have to route all the traffic from the remote users back to your datacenter (bad idea) or base your SWG in the cloud—at which point your SWG starts to look more like a CASB. In hindsight, it seems very logical that we would see this convergence by innovative companies.

[click] Also note this core function: Endpoint Inspection
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Presenter
Presentation Notes
And that brings me to my last Buzzword Bing Square, Endpoint Detection & Response. Although the Gartner report doesn’t address EDR as one of the converging technologies, we know that CASB’s and SWG’s work best with an agent installed on the endpoint. I’ll explain why in just a moment. But first consider that most enterprises do not want multiple different agents on their endpoints, especially when some of that functionality overlaps!

Google is one of the companies that is very involved with the IETF and the improvements to TLS, HTTPS, and certificate Transparency—all in the effort to make MITM attacks very difficult if not impossible. This makes it a challenge, even for a legitimate proxy. So what is the work-around? Use an agent on the endpoint that can tap into the TCP/IP protocol stack. This brings the proxy right down to the endpoint for a completely integrated solution. 

Since you need to verify the security posture of the endpoint anyway, it just makes sense that that same agent on the endpoint should do that and be managed from the cloud.

And with that, I will turn it over to Prasidh to cover the Bitglass solution.
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