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About
Me

Kenneth G. Hartman
• Owner – Lucid Truth Technologies, a Digital Forensics Firm
• BS Electrical Engineering, Michigan Technological University
• MS Information Security Engineering, SANS Technology Institute
• Multiple Security Certifications: CISSP, GIAC Security Expert, etc.
• SANS Instructor – SEC488: Cloud Security Essentials 

         & SEC510: Public Cloud Security: AWS, Azure, and GCP

The content and opinions in this presentation are my own 
and do not necessarily reflect the positions, strategies, or 

opinions of any current client or previous employer.

www.kennethghartman.com
@kennethghartman
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Can I trust my 
Cloud Provider

???







Encryption is Hard!



Why Use 
Encryption?

 To Control Access



What is a 
Security Control?
 It’s a Counter-Measure



AXIOM: 
The entity that holds the key 

controls the access.



Misplaced Trust

The Danger of





What risks are mitigated by this 
security control? 

What Risks are NOT mitigated?



“We Use 
End-to-End 
Encryption”



https://en.wikipedia.org/wiki/Transport_Layer_Security#TLS_handshake

Transport 
Layer 
Security



Encryption-in-transit

Machine-in-the-Middle (MITM) Attack Scenario:

Client Server

The Attacker impersonates the Client to the Server and the Server to the Client.
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Encryption In-Transit throughout the Cloud
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Which is better?

Client-Side Encryption
• Encryption and decryption of 

data is performed by the client, 
or user’s device. 

• The encryption keys are never 
stored or accessible by the 
server.

Server-Side Encryption
• Encryption and decryption of 

data is performed by the server 
on which the data is stored

• The encryption keys are never 
stored or accessible by the user
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The entity that holds the key controls the access.



Hardware Security Modules

Perform a limited number of cryptographic functions:
• Key generation, hashing, symmetric and asymmetric encryption

Provides for the protection of high value keys (“root of trust”)

Designed to protect against unauthorized access, modification, or 
disclosure of sensitive information, including by tampering and 
environmental threats

Need to be clustered to protect against attacks on availability 



The Federal Information Processing Standard (FIPS) 140-2 

• Level 1: This is the lowest level of security. It provides basic protection against 
unauthorized access, modification, or disclosure of sensitive information.

• Level 2: This level provides more security than Level 1. It includes additional 
measures to protect against unauthorized access, modification, or disclosure of 
sensitive information.

• Level 3: This level provides the highest level of security. It includes all of the 
measures in Level 2, plus additional measures to protect against tampering and 
environmental threats.

• Level 4: This level is reserved for cryptographic modules that are used to protect 
national security information. It includes all of the measures in Level 3, plus 
additional measures to protect against physical and environmental threats.



FIPS 140-2 Security Requirements Coverage

• Physical security: The cryptographic module must be protected from 
physical tampering and environmental threats.

• Design: The cryptographic module must be designed to be secure.
• Implementation: The cryptographic module must be implemented 

correctly.
• Testing: The cryptographic module must be tested to ensure that it 

meets the security requirements.
• Documentation: The cryptographic module must be documented so 

that its security can be properly evaluated.



Key 
Management 
Systems 
(KMS)



Key Hierarchy
• The HSM key never leaves the HSM Security 

Boundary
• The KMS Key is wrapped/unwrapped by the 

HSM Key in the HSM
• The KMS Key never leaves the KMS Security 

Boundary
• The Data Key is wrapped/unwrapped by the 

KMS Key in the KMS
• Unwrapped Keys are never persisted to 

storage
• Keys are wiped from memory after use

HSM Key

KMS Key

Data Key

Data

Unwraps

Decrypts

Unwraps

HSM 
Security 

Boundary

KMS 
Security 
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Service 
Security 

Boundary

Wraps

Encrypts

Wraps



Envelope Encryption

https://www.archerimagine.com/articles/aws/aws-kms.html



Customer Master Keys



Cryptographic Erase

Cryptographic erasure is a method of sanitizing data by sanitizing the media 
encryption key (MEK). This makes it impossible to recover the decrypted data.

If strong cryptography is used, sanitization of the target data is reduced to 
sanitization of the encryption key(s) used to encrypt the target data. 

Thus, with CE, sanitization may be performed with high assurance much 
faster than with other sanitization techniques.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf



Bring Your 
Own Key?
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Questions
&

Discussion
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