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Abstract

BitTorrent is a popular peer-to-peer file transfer program that allows participants in a swarm to exchange 
pieces with each other during the downloading process.  Since users do not have to download all pieces 
from the original publisher, the downloading of very large files in an active swarm is typically faster than 
other methods used to distribute files.  BitTorrent is often used to share pirated music and videos.  
Unfortunately, it is also used to distribute child pornography.  Many people do not understand how the 
BitTorrent protocol works, including those in law enforcement and the legal profession.  This lack of 
technical understanding combined with various legal issues can result in a weak case against those that are 
truly guilty or an inadequate defense of those that are not.  This talk explains the technology, the criminal 
investigative process, and the legal and ethical issues surrounding BitTorrent with a goal of improving the 
base knowledge of those on both sides of the legal process. 

-------------

Kenneth G. Hartman is the Senior Product Manager for Cloud Security and Privacy for SAP Ariba. Ken’s 
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Ken holds a BS Electrical Engineering from Michigan Technological University and has earned the CISSP, 
as well as multiple GIAC security certifications. He is also a Certified Professional in Healthcare 
Information Management Systems (CPHMIS) and served on the Health Information Management Systems 
Society (HIMSS) Privacy & Security Committee in 2012.
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During this talk, I will provide a look behind the scenes into a law enforcement investigation of digital 
contraband involving BitTorrent.  Along the way, I will cover a variety of technical details regarding the 
BitTorrent Protocol and will demonstrate why a deep technical understanding of technology can make or 
break a criminal case.

I served as a “Non-testifying expert consultant” for the defense team in a criminal case, and I will talk about 
my decision to serve in this capacity as opposed to being an expert witness or conversely shunning the case.  
And lastly, I want to inspire other security professionals to consider this type of work so that justice will be 
served. 
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According to a 2010 study of a random sample of 1000 torrents, 89% were CI with 43.4% being 
movies, 29.1% TV shows, and music accounting for 16.5%. 

Organizations representing the copyright owners monitor the BitTorrent ecosystem to identify IP 
addresses that appear to be transmitting the copyright-infringing media that they own. They will 
work with Internet service providers to issue a Digital Millennium Copyright Act (DMCA) 
takedown notice to the likely party involved.

---------

According to the Internet Crimes Against Children (ICAC) Task Force, there were 7386 arrests in 
2013 for child exploitation. They also claim that, based on known CP images and video 
downloads that they have tracked to individual computers, an estimated 50,000 people are trading 
illegal images at any one time.

Child Sexual Abuse is a heinous crime, and there increasingly more severe sentences for 
possession, distribution, and production of child sexually abusive materials.  Persons who are 
found guilty of a crime involving CP are also required to register as a Sex Offender in the state 
that they live.

Much of the earlier research into combating CI laid the technical foundation for policing CP in the 
BitTorrent ecosystem 
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To distribute a file, the BitTorrent client breaks the file into several pieces of equal size according 
to a “metainfo” file. Members of the swarm announce which pieces they have and which pieces 
they want. Pieces are further divided into 16 kB “blocks” to facilitate distribution. 

Anyone can publish digital media by creating a “metainfo” file. This small descriptor file has a 
“.torrent” file name extension and can be distributed using email or an instant message in addition 
to being posted on a website 

BitTorrent is a peer to peer networking protocol, and there are two types of peers:  Leechers and Seeds.  A 
seed is a peer that has possession of all of the pieces and is making them available to the other peers in the 
swarm. Conversely a leecher is a peer without all of the pieces, but some use this term (imprecisely) to 
connote a peer that is downloading without uploading.

Trackers are servers that maintain a list of the peers that have pieces of the torrent, based on its 
infohash (Layton & Watters, 2010). The message to the tracker contains the Peer ID, its IP 
address, and port number as well as the list of pieces it has already downloaded. 

The incentive mechanism built into BitTorrent to encourage sharing is called “Tit-for-Tat.”  This 
algorithm identifies the peers that are most willing to share and that have the best upload 
bandwidth and chokes the rest.  However, once every 30 seconds to peer will perform an 
“optimistic unchoke” on a random peer in an attempt to discover an even better peer to exchange 
pieces with.



I took a look at 169 torrent files that I downloaded via a script from legittorrents.com to see if the average
piece size was actually 250 Kb long and it does indeed seem to be that for files larger than ½ GB up to 
about 10 Gb.  

After 10 Gb, most torrents will have a larger piece size to keep the number of pieces to a manageable 
amount.

Another point, illustrated by this graph is that the number of files in the torrent, has no bearing on either the 
piece size or number of pieces.
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Peers initiate communication with each other by exchanging handshake messages. The handshake 
consists of a plain text protocol identifier string, the Infohash, and a peer identification field. 

After the handshake, the peers exchange a bitfield message that compactly describes the pieces 
that each peer has obtained. 

Now, each peer knows which pieces the other peer can offer, and the initiator (Peer 1) sends an 
interested message to notify the other peer that it would like to download pieces. 

Peer 2 responds with an unchoke message only if it is willing to share pieces with Peer 1. Upon 
receiving an unchoke message, the leecher asks for specific blocks of the piece it is seeking.
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There are more than thirty-five BitTorrent clients, each with a variety of features and licenses.  
Among the clients considered the most popular in 2016, are uTorrent, Vuze, Deluge, and 
BitComet.  Some of these clients also have remote control features, allowing the client to be 
controlled by either a web page or a smartphone app.  At least one app, Transmission, also has a 
command line interface, that allows it to be scripted or accessed over SSH.  Given the current state 
of mobile device security and the well-known problems of password sharing and password reuse, 
BitTorrent remote control features make it difficult for forensic investigators who have the onus of 
placing the suspected perpetrator in control of the device found with CP.  

A seedbox is a dedicated BitTorrent client, typically provisioned as a multitenant server by a cloud 
service provider, for the purpose of uploading and downloading torrents. This arrangement offers a 
high-speed connection to the Internet and allows its users to manage the client remotely.

A private community is a web portal that requires user registration before one can publish or 
download a metainfo file. Although the portal may be private, the metainfo files it hosts may also 
reference trackers external to the community, thereby leaking information about the community’s 
existence.

Legitimate publishers will frequently bundle less popular content into the same torrent as popular 
content. Publishers use this tactic because studies demonstrate that the download time for the 
unpopular content is shorter than before they bundle it. This improvement is because the swarm 
has more participants—even though the resulting download is larger.  
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A frequently cited study from 2008 determined that 18% of all the executable programs distributed 
via BitTorrent contain malware.  Another study found that 14.5% of the files in their sample of 
approximately 400 downloads contained zero-day malware.

Some BT users seek pirated software or key generators or cracks, that are frequently loaded with 
malware.  Sometimes an executable program that is designed to look like an image or a video file. 
When clicked the malware will install.  

Certain types of video files may contain malicious hyperlinks that automatically load in a browser, 
infecting the computer with a “drive-by attack.”  

Some BitTorrent clients may even install malware along with the application. This issue was first 
observed in 2007 when attackers bundled malware with the Torrent 101, TorrentQ, Get-Torrent, 
and BitRoll clients. In 2013, an installer for Xunlei spread malware to thousands of Microsoft 
Windows and Android users in China.  Certain malware uses BT as the propagation mechanism.  
Examples of this are the Impard-A virus  and the PUSHBOT worm.

In 2005, a worm that propagated over Instant Messenger installed a modified BitTorrent client that 
it infected with the lockx.exe rootkit. This worm infected thousands of machines, adding them to a 
botnet that was then used to push video files out to the zombie computers. As a result, several 
BitTorrent users reported that mysterious movies were uploaded to their machine without their 
involvement.  In 2011, a variant of the KOOBFACE worm was found to contain a hidden BT 
client.  Lastly trackers and metainfo indexers can unwittingly become a C&C server for BotNets
due to the nature of the BT protocol. 
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Information gathered via a direct TCP connection to a process on a remote computer committing a 
crime is direct evidence.   However, if one computer (that is not under the control of the police 
investigator) is relaying information about a remote computer under investigation, that is 
considered hearsay. For example, data from a BitTorrent tracker about a leecher’s participation in 
a swarm is considered hearsay. 

The National Center for Missing and Exploited Children (NCMEC) has compiled a repository of 
child sexually exploitive digital media. This repository indexes the files of interest (FOI’s) by a 
cryptographic hash digest. Over time, these files have been acquired through previous 
investigations, Internet downloads, and seized media. This system allows an investigator to query 
the NCMEC registry using just the digest to see if the file is in their records.

Based on geo-locating the IP address, the ICAC task force that has jurisdiction will commence an 
investigation. In an attempt to obtain direct evidence, the investigator will attempt direct 
connections as a BitTorrent peer to verify that the suspect has possession of CP and is distributing 
it.  

Once enough evidence has been collected to establish probable cause, the investigators will 
present that evidence to a judge to obtain a subpoena for records from the ISP associated with the 
unidentified suspect’s IP address in an attempt to get the account holder’s name and service 
address.   Based on the results of the Subpoena, a search warrant will be obtained to search the 
subject’s premises for all electronic devices or digital media that could contain CP as well as 
anything else that provides evidence of intent. The objective of the search warrant is to obtain 
evidence to be produced in a criminal trial.
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There are RoundUp tools for other P2P networks including Gnutella and eMule.  The tool for 
BitTorrent is known as “RoundUp Torrential Downpour.”

Used to identify 850 contact offenders that were sharing child pornography and to rescue 230 
children.  It has been used to generate over 10,300 search warrants 

Not much is known about this toolset, and there is speculation that there was at one point an FBI 
directive to prevent disclosing its existence.  However, its existence has leaked out during the legal 
discovery process and one defendant even tried unsuccessfully to subpoena the source code for 
RoundUp-Gnutella. 

The information that I am sharing with you today has been gleaned from the various research 
papers that the tool developers have published.  Interestingly, for forensic investigative tools to be 
considered legally valid, they must be peer reviewed.
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A 2011 press release stated that the software focuses on new torrent files announced in Really 
Simple Syndication protocol (RSS) feeds in addition to crawling the websites that index metainfo 
files, and it promptly investigates the Internet addresses of the peers in the swarm to create a list of 
suspects for further investigation.  This list is partially based on the Geolocation of the IP address 
and the ISP that it belongs to. 

The Roundup Torrential Downpour is apparently written in Java according to early published 
research papers on the software.

Instead of using the “Rarest-First” Piece selection algorithm defined by the protocol, RoundUp 
prioritizes select pieces of high evidentiary value in the event that it cannot download the entire 
torrent, due to the length of time it takes to perform a single source download by taking advantage 
of the periodic optimistic unchoke feature of the BitTorrent protocol.

To operate covertly, it seems that the Roundup system includes a distributed monitoring 
framework, consisting of software agents that can participate as BitTorrent clients in swarms under 
investigation.  These agents would operate from a variety of geographically disperse IP addresses 
with different Internet Service Providers.

The software that performs the single source download generates both a detailed and summary log 
that can be used as evidence. 
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The central database coordinates the activities of investigators by allowing them to record the 
results of their investigations and to follow the progress of colleagues through a browser-based 
user interface.

Tagging - An investigator can tag a remote computer over the network in a manner that is 
undetectable to its owner or even a third party looking for the tags.  Example tags in BitTorrent are 
the 20 byte peer ID and a cached reverse DNS lookup corresponding to the investigator’s system.

Honeypots - Because there is nothing illegal about standing up a fake website that purports to 
offer child pornography but does not, law enforcement has also employed this tactic. These 
websites might contain bogus torrent files as well as links to other websites and trackers, creating 
what is known as a honeynet.

In a Sybil Attack, a peer uses multiple identities to gain an advantage in a P2P file sharing 
network using a separate Peer ID with different ports and IP address combinations.  An Eclipse 
Attack is similar to a Sybil attack, except that multiple Sybils act in a coordinated manner to 
control the target peer’s perception of the swarm, preventing it from receiving all pieces of the 
torrent. 

Pollution is a common tactic employed by antipiracy organizations to thwart P2P file sharing by 
corrupting the payload data or using misleading file names. Another tactic is to insert a large 
amount of erroneous information into the servers that index torrent files, requiring a user to 
download several bogus files in an attempt to find what they are looking for. 
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SODDI - Provides an alternate story that provides a plausible explanation for all of the evidence.  
Research has shown that a single, compelling alternative theory is more compelling than 
presenting several possibilities.

The Trojan Horse Defense is a specific application of the more general “some other dude did it” 
defense but has the advantage of providing a single alternate explanation that is less abstract than 
an unknown perpetrator. Although lawyers refer to it as the “Trojan horse Defense,” in common 
use, it applies to a defense based on any malware including a virus, a worm or even browser 
hijacking. It also plays on a common fear about getting hacked that may resonate with members of 
the jury.  

One technique that may be used to belittle the Trojan Horse Defense is to claim that the defense is 
trying to baffle the jury with technical details. This tactic is sometimes called the “Chewbacca 
Defense” and gets its name from a South Park episode which lampooned Johnny Cochran. In this 
spoof during the closing arguments, Cochran repeats multiple times, “It does not make sense” and 
then proclaims, “If Chewbacca lives on Endor, you must acquit! The defense rests” 

Legal Issues - Exactly when do digital bits become child pornography?  What if a BT download 
was based on only the hexadecimal infohash and not an incriminating torrent file name?  What if 
that partially downloaded chunk of data will not render in a video player installed on his 
computer?  What if the only CP found on the computer is in unallocated space? 
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In the US, we have an adversarial legal system, by design.  This system allows the accused to 
confront their accusers.  Another hallmark of our justice system is the presumption of innocence 
and that the accused must be proven guilty beyond a reasonable doubt.

Researchers have identified that exposure to abused children is a very severe stressor for police 
officers and that anger and “intense moral disgust” are natural reactions. The tight deadlines and 
limited budgets can mean that the few investigators with the forensics expertise can be immersed 
in the material for long hours over a sustained period. The researchers note that this exposure can 
have adverse effects on the investigator.

At various times CP has been used to frame an adversary, such as an ex-husband and a manager 
(as cited in my gold paper).  I would argue that because of the very fact that CP is such a heinous 
crime, that investigators must guard against confirmation bias.  Confirmation bias is the human 
tendency to look only for evidence that confirms a person’s theory.

Legal scholars recognize that the law has not (and cannot) keep pace with the rapid change of technology.  
Nor can it anticipate every technical scenario where it will be applied.  For this reason, the defense and not 
just the prosecution needs technical expertise.
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This talk has just touched on the highlights of how law enforcement strives to police digital contraband in 
the BitTorrent ecosystem.  The Gold Paper delves much deeper into the topic and is designed to be a 
resource for court cases involving this technology.

Child Pornography is a horrible crime, but what if your son was accused?  Would you want him to have the 
best possible defense even if he was guilty of possession?  Or what if your computer was found to have 
been used to traffic in CP and you knew you are innocent?  Would you want an expert to examine the 
evidence and help your lawyer interpret it?

It is for this reason, that both the prosecution and the defense need expertise.  Experts need not always 
testify.  It is possible to keep your involvement in the case confidential as a requirement in the contract that 
you have with the attorney.  

Lastly, I want to emphasize that Law Enforcement is performing society a very important service by 
innovatively trying to protect our children.  These officers deserve our respect and appreciation. 




