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I am not a privacy advocate, per se…but I am thankful for those that are. 
 
After all…I am not only a privacy and security officer…I am also a patient 
 
There is lots of work going on right now in the area of privacy and my goal with this 
presentation is to provide you with various perspectives, insights, resources and 
information about where to learn more information 
 
I am well aware that this is a very controversial topic, and while some of the material 
may be provocative, if you listen with an open mind, I think that privacy concerns 
CAN be addressed to the satisfaction of those concerned. 
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In preparation for this talk, I contemplated what makes people so concerned about 
the privacy of their medical records? 
 
Then I asked myself…”what makes me so concerned about the privacy of my medical 
records?” 
 
Next, I wondered…are my concerns the same as everyone else’s concerns?...after all, 
I am a professional in the field of Healthcare Informatics 
 
----- 
 
SCENARIO 
 
The typical visit to the Doctor’s office 
 
You are given a “Notice of Privacy Practices” and typically asked to sign a form 
 
And then you go sit in the waiting room, and flip through magazines… 
 

5 



6 



So is the March 21st issue (2011) of Time Magazine supposed to make you feel 
better? 
 
Hmm….Maybe I will read the paper 
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Zero Tolerance – Healthcare systems make a public statement when they fire 
employees for medical records snooping to emphasize that they DO TRACK and 
MONITOR Health records access 
 
Furthermore, it is a well known technique to create fake records that will only be 
accessed by those who are snooping 
 
Remember these users are trusted staff  who have who are abusing their access level 
because they are accessing patients that they are not assigned to 
 
 
 
 
 
Source:  http://www.npr.org/blogs/health/2011/01/14/132928883/snooping-tucson-
hospital-workers-fired-in-records-breach  
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Besides Medical Records Snooping there is also a well known epidemic of Identity 
theft… 
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The World Privacy Forum has a 56 page whitepaper called “MEDICAL IDENTITY THEFT: 
The Information Crime that Can Kill You”  at the URL listed on this page. 
 
It is a very interesting discussion of the problem as well as how to detect and prevent 
Medical Identity Theft 
 
This report cites some specific examples of Medical Identity Theft: 
 
• A Boston area psychiatrist made false entries in charts of individuals who were not 

his patients. He gave individuals diagnoses of drug addiction and abuse, severe 
depression and numerous psychiatric sessions which they did not actually have, 
then used their personal information to submit false bills to insurance. The victims, 
after learning of the crime, had difficulties getting the false information removed 
from their medical files. One woman told an investigator that she “is concerned 
about obtaining future health insurance coverage … because her husband is self-
employed.” 

• Another non-patient of the same Boston psychiatrist discovered that his medical 
record had been falsified to include numerous psychiatric sessions that did not 
occur and false diagnoses of severe depression. He discovered the false diagnoses 
after he had applied for employment. 

• A Pennsylvania man discovered that an imposter used his identity at five different 
hospitals to receive more than $100,000 worth of medical treatment. At each  
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hospital, the imposter created medical histories in the victim’s name. 
 

***Make sure that you review your medical record AND ask for an accounting of the 
disclosures 
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Next, I will discuss two recent research studies about patient’s attitudes about privacy 
and then after that I will unpack some important concepts regarding trust that have 
an important relationship to our individual attitudes about privacy. 
 
Before I present information about the two research, I want to take a minute to share 
a concept that I recently read: 
 
“Take note when something occurs that bothers you and ask yourself why you are 
upset.  Chances are one of your values is being violated.” 
---from the book “Career Distinction” by William Aruda & Kirsten Dixon 

12 



13 



14 



15 



16 



Reading from the press release…. 
 
Moreover, individuals with lower income and those who have less familiarity with 
electronic technology have less favorable attitudes towards health IT. This implies 
that some of the populations that are most likely to benefit from health IT may be 
least open-minded about it. 
  
"Our core finding is that a large majority of Americans support use of health IT to 
improve health care and safety, and reduce costs, which suggests that government 
and industry efforts to increase the effectiveness and use of health IT are generally 
consistent with the public’s wishes" said Dan Gaylin, NORC’s Executive Vice 
President for Research, and the lead author of the study. "But there is still room for 
efforts to demonstrate the advantages of health IT among some important 
demographic groups." 
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Next, I want to discuss the concept of “Trust” 
 
Trust involves risk –the risk that the people that we trust will pull through for us.  If it 
were absolutely certain, there would be no risk…and no reason to trust. 
When we trust others, we risk losing the things that we entrust to others…which can 
be shattered by the betrayal of our trust. 
 
Trust is required for most human interactions, but especially the purchase of a 
service, because you trust that the service that you are buying will be worth the value 
that you have paid. 
 
ChangingMinds.org says this about trust: 
• “Trust is both an emotional and a logical act.  
• Emotionally, it is where you expose your vulnerabilities to people, but believe they 

will not take advantage of your openness. 
• Logically, it is where you have assessed the probabilities of gain and loss…and 

concluded that the person in question will behave in a predictable manner” 
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The thoughts on this slide come from the website “Changing Minds.org” in an article 
called “What is Trust?” 
 
Predictability 
• We are constantly forecasting and creating internal models of the world based on 

our experiences and social programming 
• We need to make plans and take actions to achieve our longer term goals 
• We are also doing risk assessments based on threats that we identify 

 
Value Exchange 
• Exchange is the basis for all human relationships 
• I’ll swap you $2 a Grande cup of Starbuck’s Coffee 
• Trust in value exchange is required because we do not know fully whether what we 

are receiving is what we expect 
• If I buy a used car, I do not want to buy a car that the seller know is a lemon 

 
Delayed Reciprocity 
• Something given now, but the return is paid back in the future 
• The delay in the value exchange creates additional uncertainty 

 
Exposed Vulnerabilities 
• We may also expose ourselves in a way that they can take advantage of our  
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vulnerabilities 
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Trust is an attitude – the parties to a relationship must have attitudes toward each 
other that permit trust 
 
Trustworthiness is a characteristic – both parties to a relationship must be 
trustworthy 
 
Therefore the “risk assessment” we make when deciding to trust someone is based 
on determinations of their trustworthiness and their attitudes about trust 
 
***These thoughts are from the Stanford Encyclopedia of Philosophy 
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Vulnerability to Betrayal 
• people who monitor and constrain other people's behavior and do not allow them 

to prove their own trustworthiness may rely on others, they do not trust them.  
• For, while their reliance could be disappointed, it could not be betrayed.  
• Consider that one can rely on inanimate objects, such as alarm clocks; but when 

they break, one is not betrayed, although one may be disappointed.  
• Reliance without the possibility of betrayal is not trust.  
• Thus, people who rely on one another in a way that makes betrayal impossible do 

not trust one another. 
 
Think Well of Others 
• People also do not, or cannot, trust one another if they are easily suspicious of one 

another  
• If one assumes the worst about someone--then one distrusts, rather than trusts 

the person 
• trust involves being optimistic, rather than pessimistic, that the trustee will do 

something for us (or for others perhaps), which is in part what makes us vulnerable 
by trusting 
 

Optimistic that they are competent 
• Failing to be optimistic about people's competence also makes trust impossible.  
• Without being confident that people will display some competence, we cannot  
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trust them.  
• We usually trust people to do certain things—for example, to look after our 

children, to give us advice, or to be honest with us 
• but we would not do so if we thought they had none of the relevant skills 

(including moral skills of knowing what it means to be honest or caring.)  
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Rarely, if ever, do we trust people completely (i.e. A simply trusts B). 
 
Instead, “trust is generally a three-part relation: A trusts B to do X”  
 
To have trust in a relationship, therefore, we do not have to assume that the other 
person will be competent in every way.  
Optimism about the person's competence in at least one area is essential, however. 
 
• I trust my pediatrician to treat my sick child but not to manage my retirement 

account, and 
• I trust my financial planner to manage my retirement account but not to treat my 

sick child 
 

Keep this concept of “Limited Trust” in mind…as we will come back to it.  But first, we 
need to shift gears and discuss some legislation 
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Health care clearinghouses include billing services, repricing companies, community 
health management information systems, and other entities that perform 
clearinghouse functions. 
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Business Associates, by definition handle PHI 
 
A “Business associate” functions or activities on behalf of a covered entity include 
claims processing, data analysis, utilization review, and billing. 
 
A covered entity can be the business associate of another covered entity. 
 
In the business associate contract, a covered entity must impose specified written 
safeguards on the individually identifiable health information used or disclosed by its 
business associates. 
 
Moreover, a covered entity may not contractually authorize its business associate to 
make any use or disclosure of protected health information that would violate the 
HIPAA Privacy Rule.  
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Individually identifiable health information => Protected Health Information 
 
Any medical or demographic data that identifies the individual or for which “there is 
reasonable basis could be used to identify the individual” 
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The formal determination by a qualified Statitician is a  
 
“A person with appropriate knowledge of and experience with generally accepted 
statistical and scientific principles and methods for  rendering information not 
individually identifiable” 
• Applying such principles and methods, determines that the risk is very small that 

the information could be used, alone or in combination with other reasonably 
available information, by an anticipated recipient to identify an individual who is a 
subject of the information; 

• Documents the methods and results of the analysis that justify such 
determination” 

 
SAFE HARBOR RULE 
the removal of specified identifiers of 
•  the individual  
• the individual’s relatives 
• household members 
• and employers 
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The information could be used alone or in combination with other information must 
not allow identification of an individual who is a subject of the information. 
 
For example, a patient who is 104 on dialysis in a specific county can be re-identified 
to medical records from that county if the age was left in the record set 
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Written Consent is not Needed For: 
 
1. The Individual 
 
2. Treatment, Payment, and Operations is discussed in the next slide 
 
3. Uses and Disclosures with Opportunity to Agree or Object 
• i.e. Facility Directory 
• A covered entity also may rely on an individual’s informal permission to disclose to 

the individual’s family, relatives, or friends.  Well wishers calling during a hospital 
stay 

• or to other persons whom the individual identifies, protected health information 
directly relevant to that person’s involvement in the individual’s care or payment 
for care.  i.e. Spouse 

• This allows a pharmacist to dispense filled prescriptions to a person acting on 
behalf of the patient.  

• Similarly, a covered entity may rely on an individual’s informal permission to use or 
disclose protected health information for the purpose of notifying (including 
identifying or locating) family members, personal representatives, or others 
responsible for the individual’s care of the individual’s location, general condition, 
or death.  
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4. Incident to an Otherwise Permitted Use & Disclosure 
 
5. Public Interest & Benefit 
• Judicial & Administrative Proceedings 
• Required by Law – Statute, Regulation, and Court Orders 
• Victims of Abuse, Neglect, or Domestic Violence 
• Health Oversight Activities  For Example a Hospital Accreditation Board (JAHCO) 
• Organ Donations 
• Serious Threat to Health or Safety 
• Essential Government Functions 
• Workers’ Compensation.  
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A covered entity may use and disclose protected health information for its own 
treatment, payment, and health care operations activities. 
 
Obtaining “consent” for TPO is optional under the HIPAA Privacy Rule But MOST 
providers do 
 
 
The content of a [WRITTEN] consent form, and the process for obtaining consent, are 
at the discretion of the covered entity electing to seek consent. 
 
 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/usesanddisclo
suresfortpo.html  
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NOTE: De-Identified Data is no longer PHI, so no limitations on it (YET!) 
 
privacyruleandresearch.nih.gov/healthservicesprivacy.asp 
www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/research.html  
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Amendment. The Rule gives individuals the right to have covered entities amend 
their protected health information in a designated record set when that information 
is inaccurate or incomplete. 
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The maximum disclosure accounting period is the six years immediately preceding 
the accounting request 
 
There are exceptions that do not need to be accounted for.  These were discussed a 
few slides back as “Permitted Disclosures” 
 
1. To the Individual;  
2. Treatment, Payment, and Health Care Operations; 
3. Uses and Disclosures with Opportunity to Agree or Object; (Facility 

Directories, etc) 
4. Public Interest and Benefit Activities; and 
5. Limited Data Set for the purposes of research, public health or health care 

operations. 
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Privacy Policies and Procedures. A covered entity must develop and implement 
written privacy policies and procedures that are consistent with the Privacy Rule. 
 
Privacy Personnel. A covered entity must designate a privacy official responsible for  
• developing and implementing its privacy policies and procedures 
• receiving complaints and  
• providing individuals with information on the covered entity’s privacy practices 

 
A covered entity must train all workforce members on its privacy policies and 
procedures, as necessary and appropriate for them to carry out their functions. 
 
Mitigation. A covered entity must mitigate, to the extent practicable, any harmful 
effect it learns was caused by use or disclosure of protected health information by its 
workforce or its business associates  in violation of its privacy policies and 
procedures or the Privacy Rule. 
 
Data Safeguards. A covered entity must maintain reasonable and appropriate 
administrative, technical, and physical safeguards to prevent intentional or 
unintentional use or disclosure of protected health information in violation of the 
Privacy Rule 
 
All Records must be maintained for SIX years: 
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• its privacy policies and procedures,  
• its privacy practices notices,  
• disposition of complaints,  
• And anything else that the Privacy Rule requires to be documented. 
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Health Information Technology for Economic and Clinical Health Act (HITECH) 
provisions of ARRA included many important changes in Privacy of Health Information 
 
Date of Enactment: February 17, 2009 
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Previously, if a Business Associate breached privacy, all a Covered Entity could do was 
terminate the contract 
 
Now, the Business Associate has Direct Liability & Responsibility for a Breach 
 
 
 
Source: 
http://www.hipaa.com/2009/02/arras-hitech-privacy-provisions-apply-hipaa-
security-rule-to-business-associates/  
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Also Note that the HIPAA Security Rule already requires logs to be generated and 
reviewed as to who access what PHI in a Electronic Health Record 
 
http://blogs.hcpro.com/hipaa/2011/02/ehr-accounting-of-disclosures-rule-close-to-
publication/ 
http://www.hipaasurvivalguide.com/hitech-act-13405.php  
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You can be sure that responses such as from the Privacy Rights Clearinghouse will be 
reflected in the Rule Making on the Accounting of TPO Disclosures 
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OCR’s Question Number 1 asks: “What are the benefits to the individual of an 
accounting of disclosures, particularly of disclosures made for treatment, payment, 
and health care operations purposes?” 
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OCR’s Question Number 2 asks: “Are individuals aware of their current right to receive 
an accounting of disclosures?” 
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OCR’s Question 5 explores various data elements that should be included in an 
accounting in addition to  
• date,  
• time,  
• patient identification number,  
• user identification,  
• and a description of the disclosure. 
 
OCR asks whether other data elements such as recipient and purpose of the 
disclosure should be included or, in the alternative, whether a simple notation that 
the disclosure is for treatment, payment or health care operations is sufficient. 
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“This new federal law ensures that covered entities and business associates are 
accountable to the Department and to individuals for proper safeguarding of the 
private information entrusted to their care.  These protections will be a cornerstone 
of maintaining consumer trust as we move forward with meaningful use of electronic 
health records and electronic exchange of health information,”  
---Robinsue Frohboese, Acting Director and Principal Deputy Director of OCR. 
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These 3 exceptions are still considered “Disclosures” but not a “Reportable Breach” 
 
Situation #1 covers accidentally encountering PHI that you do not have a “need to 
Know” while working at a covered entity or business associate 
 
Situation #2 covers a situation where email might be misdirected between two 
employees at a covered entity that are both under the authority of the covered entity 
 
In both cases, the information cannot be further used or disclosed in a manner not 
permitted by the Privacy Rule 
 
An example of Situation #3 would be if, for example a Nurse gave a patient the wrong 
discharge papers but retrieved them before the patient read and understood them. 
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NOTE:  Click on the flowchart embedded in slide to open the Adobe Acrobat 
Document 
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Health Information Exchange – a “noun” and a “verb” 
 
Formal organizations have been created in a number of states and regions that 
provide technology, governance, and support for HIE efforts.  
Those formal organizations are termed Health Information Organizations (HIO) or 
Regional Health Information Organizations (RHIO). 
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physician web portals,  
personal health records,  
clinical messaging,  
clinical interoperability and  
Exchange of data from electronic medical records  
 
Source: 
https://himsshie.pbworks.com/w/page/4775490/HIEDefinition 
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Patient consent for the direct exchange of information between two provider 
organizations, such as when ordering a radiology exam, because that is handled 
under existing rules 
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When the decision to disclose or exchange the patient's identifiable health 
information  
from the provider's record is not in the control of the provider  
patients should be able to exercise meaningful consent to their participation.  
 
Came to the conclusion that both opt-in and opt-out can be implemented in ways 
that fail to permit the patient to give meaningful consent.  
 
“Based on our core values, the person who has the direct, treating relationship with 
the individual, in most cases the patient's provider, holds the trust relationship and is 
responsible for educating and discussing with patients about how information is 
shared and with whom” 
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To visualize this process, assume the patient registered the following preferences, 
after being guided through menus that go from general to increasingly specific: 
• The primary care provider can receive any information for any purpose. 
• Doctors referred by the primary care provider can receive information for 

treatment on allergies and medications but not mental health. 
• A doctor with no established relationship with the patient cannot receive any 

information. 
• Any requester doing research can receive information as long as it’s not in the 

form of images and does not include personally identifiable information – but no 
mental health records even if de-identified. 

• Any requester engaged in emergency care can receive any information – except 
about mental health. 

 
When access to the patient’s record is requested for any reason—and wherever the 
record resides—the globally available preference enforcer may be consulted by any 
record holder to determine the patient’s current preferences for data sharing. 
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